
Protect your data to enable 
digital transformation 
IBM Security Guardium



Applications
Modular, containerized, 
and shifting to SaaS

Data
Shared resource for advanced 
analytics and AI

Infrastructure
Distributed across hybrid 
multicloud environments
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Digital transformation is accelerating



Too many
vendors

Traditional security can’t keep pace
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Too much 
to do
❑ Meet with CIO and stakeholders

❑ Nail down third-party risk

❑ Manage GDPR program with privacy office

❑ Respond to questions from state auditors

❑ Update CEO for board meeting

❑ Update budget projections

❑ Write security language for vendor's contract

❑ Make progress on the never-ending identity project

❑ Review and updated project list

❑ Edit communication calendar

❑ Update risk rankings on security roadmap

❑ Clarify policies governing external storage devices

❑ Provide testing and encryption tool direction

❑ Provide data handling best practices

❑ Help with new acquisition

❑ Meet with senior project manager

❑ Send new best practices to development teams

❑ Review logs for fraud ongoing investigation

❑ Help with insider threat discovery

❑ Determine location of sensitive data in the cloud

❑ Investigate possible infection on legacy system

❑ Continue pen testing of new business mobile app

❑ Help architects understand zero-trust

❑ Answer security policy emails

❑ Format security status report for executives

❑ Meet with recruiter to discuss staffing

❑ Write test plan requirements for new products

❑ Meet regarding improving security of facilities

Too much
complexity

Too many
alerts



IBM Solutions
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Organizations need a modern, open, unified 
approach to security

AI-Driven 
Technology

Largest 
Ecosystem

IBM Differentiation Open PlatformDeep Expertise

Align
your security strategy to your business

Modernize
your security with an open, multicloud platform

Security Challenges Cloud
Security

Mobile, 
Edge and
IoT / OT

Compliance
and Privacy

Skills
Shortage

Advanced
Threats
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Protect
digital users, assets, and data

Manage
defenses against growing threats



Open Security 
Ecosystem

Threat 
Management

Data
Security

Identity & Access
Management

Modern security requires a unified approach
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A unified and open approach for teams 
to connect data and workflows
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Open Security 
Ecosystem

Threat 
Management

Data
Security

Identity & Access
Management



A unified and open approach for teams 
to connect data and workflows
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Data
Security



Key data security 
challenges facing 
organizations
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$5.52 million

Average total 
cost of a breach 
at enterprises 
of more than 25,000 
employees

$267,469

Average cost 
increase 
of a breach 
due to extensive 
cloud migration

$14.82 million

Average cost
of a failed audit
for compliance 
with data protection
regulations

Stop threats before 
they disrupt business

Keep up with the sprawl 
of data

Achieve regulatory 
compliance



A smarter, continuous approach is needed 
to address data security challenges
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Discover and classify 
your sensitive data 
across on premises and 
cloud data stores

Analyze and 
assess risk with 
contextual insights and 
analytics

Protect sensitive data 
through encryption and 
access policies, and 
monitor data access 
patterns

Simplify data privacy 
and 
security 
compliance

Discover Respond SimplifyAnalyze Protect
Respond to threats 
in real time and 
send actionable 
alerts to security 
operations systems

IBM Security Guardium



IBM Security Guardium helps clients accelerate data 
discovery, improve accuracy, and save time
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50% 
increase in data 
classification 
accuracy.

67% 
increase discovering data 
source vulnerabilities and 
misconfigurations.

43%
increase in data 
threat detection 
accuracy.

89%
reduced time 
spent preparing 
for an audit.

42%
decreased time 
remediating data 
security issues.

Discover Respond SimplifyAnalyze Protect



IBM Security
Guardium 
addresses key 
data security 
challenges

Visibility and 
protection

Deploy 
modernized 
solutions, 
integrate 
with security 
applications and 
unite data silos

Spot risks, 
understand 
anomalies and take 
action 
across hybrid 
multicloud 
environments

Flexibility and 
extensibility

Ease of use 
and reporting
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Take advantage 
of user-friendly 
interfaces 
to automate 
processes 
and run custom 
reports in seconds
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Discover and classify 
your sensitive data

Discover

• Find data on premises and in the cloud

• Classify data subject to specific regulations 

• Identify data access and entitlement rights

• Visualize the flow of sensitive data

“Guardium is a huge product for us to utilize… prior to having that, there was 
a lot of mystery around what was happening with our data. What we’ve 
gained is a view into where our data’s going and what it’s being used for.”

IT Security Domain 
Architect, Progressive Insurance
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Analyze risk with contextual 
insights and analytics

Analyze

“We can take advantage of that built-in functionality to give us a faster start, 
without having to build up things from scratch.”

Senior Governance Specialist,
Insurance Company

• Apply advanced analytics to uncover 
and analyze hidden risks

• Examine triggers and alerts

• Remediate, mitigate, and escalate issues

• Assess data risk and the business impact
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Protect sensitive data sources

Protect

• Encrypt, tokenize, and mask data

• Manage encryption keys

• Refine and enforce user access policies 

• Remove dormant accounts

Monitor data access 
to uncover suspicious activity
• See when, where, how and who is accessing data

• Detect anomalous activity and unauthorized access 

“This product has made it a lot easier to protect user information that has 
been sent or received.”

Administrative Manager,
Hospital & Health Care
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Respond to threats in real-time 

Respond

• Block and quarantine suspicious activity

• Suspend or shut down sessions

• Ensure workflows account for:

▪ Data privacy and industry regulations

▪ Span across data environments

“Because we are using Guardium and it’s monitoring 24x7, 
I sleep a lot better at night—and so does my management team.”

Data Security Engineer,
Westfield Insurance
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Simplify compliance 
and audit reporting

Simplify

• Produce pre-defined and custom data security and 
compliance reports in seconds

• Confirm separation of duties through a  continuous, 
fine-grained audit trail

• Integrate analytics from an open ecosystem 
of security products

“When you consider the many challenges that hybrid multicloud poses for 
enterprises amidst their digital transformation, data security, data privacy, 
and compliance must be major areas of focus. IBM Security Guardium 
Insights for IBM Cloud Pak for Security solves many of these problems...” 

Christopher Steffen - Research Director, 
Enterprise Management Associates 



IBM Security Guardium Smarter Data Security
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Data Security Hub: Guardium Insights for Cloud Pak for Security

Guardium Data 
Protection

Guardium Data 
Encryption 

Guardium Vulnerability 
Assessment

Guardium Key Lifecycle 
Manager

Guardium Data 
Risk Manager

Environments and Data Sources

Multicloud  |  Databases  |  Big Data  |  Documents  |  Applications  |  Endpoints  |  Mainframes

Integrations and orchestration
Integrations and Orchestration

SOAR  |  SIEM  |  IAM |  IT Ops and Service Management

Discover Simplify ProtectAnalyze Respond

Data Security Strategy

Data Discovery

Data Security Governance

Managed DAM

Managed Data Encryption

Consulting, 
Systems Integration and 
Managed Security Services



End-to-end data security services to accelerate your 
journey toward smarter data security

Regulatory Compliance

Data Discovery Classification Protection Monitoring Remediation

A continuous approach to achieve data security and compliance
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Seamless global delivery and 
support team

One
Global team of advisors 
across fifty countries from 
a security-certified talent 
pool

50+
Certifications with 
strategic advisors for 
consultancy services

50+
Worldwide Managed Security 
Services experts with 
400+ T1 triage and 
T2 investigation analysts

2,800



The best in the business put smarter 
data security to work
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4 out of 5...

Top global healthcare
organizations

Top global financial
services organizations

Top banks in the U.S.

3 out of 5...

Top U.S. retailers

Largest government
agencies in the U.S.

6 out of 10...

Top global insurance
organizations

Note: Compiled from Global Fortune 500 and U.S. Fortune 100 companies in addition to public records.

7 out of 10...

Top global telecom
organizations
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Start taking 
a smarter 
approach 
to data 
security

Discover 
and respond 
to threats 
before 
they disrupt 
your business

Successfully 
migrate to 
the cloud 
while 
securing your 
sensitive data

Comply 
with privacy 
regulations 
where the 
business 
operates

IBM Security Guardium
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1. Schedule a consultation: ibm.biz/GuardiumConsult

2. See Guardium Data Protection in action: ibm.biz/GuardiumDemo

3. Learn more about Data Security Services: ibm.biz/DataSecServices

Get started 
today

http://ibm.biz/GuardiumConsult
http://ibm.biz/GuardiumDemo
http://ibm.biz/DataSecServices




IBM Security Guardium Data Protection
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– Identify and classify sensitive data across hybrid 
multicloud environments

– Visualize and understand risk holistically, and drill 
down to understand the root cause

– Quickly uncover and respond to suspicious insider 
threats and external breach attempts

– Simplify compliance through pre-built custom 
workflows 

– Accelerate audit activities and get a tamper-proof 
audit trail 

– Integrate with data security and IT service 
management tools



IBM Security Guardium Insights 
for IBM Cloud Pak for Security
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Delivered through IBM Cloud Pak for Security 
to unify the data estate and deploy anywhere, Guardium 
Insights:

– Centralizes data in hybrid multicloud environments to help 
security leaders gather key insights, analyze, prioritize, and 
respond to hidden threats quicker

– Eliminates aggregators, streamlines data architecture, generates 
real-time reports, retains data for years, and applies advanced 
analytics to analyze anomalies

– Leverages machine learning to automatically detect abnormal 
behavior and share context-rich security event data across 
teams to collaborate and remediate threats
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IBM Security Guardium Vulnerability Assessment
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– Scan the entire data source infrastructure and provide 
platform-specific static tests, preconfigured 
vulnerability tests, and dynamic tests for behavioral 
vulnerabilities

– Remediate issues using detailed recommendation 
plans with simple, actionable steps to harden data 
sources

– Operationalize and orchestrate vulnerability 
assessment remediation with out-of-the-box 
integration with ServiceNow

– Available reports include summary security 
evaluations, deep dives, sign-off, and scheduled 
assessments with automatic report distribution
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IBM Security Guardium Data Risk Manager*
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– Identify high-value, business-sensitive assets 
at risk from internal and external threats with 
interactive data risk control center

– Visualize potential business risks and provide 
remediation recommendations

– Communicate data-risk information across teams, 
business units and technologies to your board of 
directors with an executive-ready dashboard and 
reports

*Note: Formerly IBM Data Risk Manager
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IBM Security Guardium Data Encryption 
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– Granular data encryption at the file, database, 
or application level for data stored on-premises 
or in the cloud

– Obscure data at rest with tokenization or specific parts 
of data fields with data masking

– Consistent policy enforcement for encryption 
key management and user access controls
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IBM Security Guardium Key Lifecycle Manager*
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– Centralizes, simplifies, and automates encryption key 
management

– Provides robust key storage, serving, and lifecycle 
management for IBM and non-IBM self-encrypting 
solutions

– Unifies enterprise key management with support 
of key exchange standards that include KMIP, IPP, and 
REST

27

*Note: Formerly IBM Security Key Lifecycle Manager



Smarter Data Security Integrations
with IBM Security Guardium
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Data Security Hub: Guardium Insights for Cloud Pak for Security

Guardium Data 
Protection

Guardium Data 
Encryption 

Guardium Vulnerability 
Assessment

Guardium Key Lifecycle 
Manager

Guardium Data 
Risk Manager

Environments and Data Sources

Multicloud  |  Databases  |  Big Data  |  Documents  |  Applications  |  Endpoints  |  Mainframes

Discover Simplify ProtectAnalyze Respond

Consulting, 
Systems Integration and 
Managed Security Services

• Data discovery & 
classification

• Security 
orchestration, 
automation and 
response

• Security 
information 
and event 
management

• Data leak 
prevention

• Identity and 
access 
management

• Privacy 
management, 
auditing

• Vulnerability 
assessment

• IT operations and 
service 
management

• Application 
security

• Archiving, backup 
restore

• Web Application 
firewalls

Integrations



Open Security EcosystemData
Security

Identity & Access
Management

Threat 
Management

Modular security capabilities

Open and integrated hybrid multicloud platform

• Automation

• Development tools

• Data connection

• Asset enrichment

• Case management

• Orchestration

Platform services

IBM Cloud Pak for Security
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An open multicloud platform to gain security insights, take action faster, 
and modernize your architecture

SIEM 
tools

EDR 
tools

Cloud 
repositories

Data 
lakes

Database 
protection

Network protection Additional 
point solutions

Hybrid Cloud MulticloudOn premise



IBM Security Guardium Insights
for IBM Cloud Pak for Security
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Collect, analyze and act on 

years of data security and 

audit data in the Guardium 

Insights for Cloud Pak for 

Security data security hub —

whether that data comes 

from Guardium Data 

Protection via collectors 

or is streamed directly into 

the hub from Cloud sources in 

an agentless way. 
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Open Security 
Ecosystem

Data
Security

IBM Cloud Pak for Security

Guardium Data Protection
Sources supported via:

AWS Aurora via Kinesis for: 
PostgreSQL

Microsoft Azure Event Hubs for:

Azure SQL
Cosmos SQL
Cosmos MongoDB

Cosmos Cassandra
Cosmos Gremlin
Cosmos Table

STAPs
ATAPs
ETAPs

Native Audit Logs 
(i.e., Oracle)

IBM Security Guardium Insights

Activity Monitoring    |    Risk-based Prioritization    |    Data Protection

• Long-term security and audit 
data retention and reporting

• Deeper investigation 
and analytics

• One data security 
console dashboard

• Case management

Platform services
• Automation • Orchestration • Federated search 

Open and integrated hybrid multicloud platform



IBM Security Guardium Data Protection
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– Discover and classify 
sensitive data, 
regardless of whether 
its stored on-premises 
or in hybrid multicloud

– Harden your 
infrastructure with 
vulnerability scans

– Discover and respond 
to threats in real time

– Use pre-built templates 
to simplify and 
accelerate your 
compliance journey

IBM Security Guardium Data Protection

Sources supported via:

• STAPs • ETAPs • ATAPS • Native Audit Logs

Data Discovery   |   Vulnerability Assessment    |    Activity Monitoring    |   Compliance Reporting

• Automated compliance auditing 
and reporting

• Advanced threat analytics 
and rapid response

• Real-time monitoring 
and alerting

Mainframe

Data sources

CloudFiles / 
unstructured 
data

ApplicationsBig Data / 
Semi-structured 
data

Databases & 
warehouses / 
Structured data



Smarter data security with Guardium 
Data Protection and Guardium Insights 
for Cloud Pak for Security
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Data
Security

Identity & Access
Management

Threat 
Management

IBM Cloud Pak for Security

IBM Security Guardium Insights IBM Security Guardium Data Protection

– Secure your data, wherever it resides

– Greatly accelerate compliance reporting

– Gain security visibility across your environment




