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IBM DataPower Gateway

is the industry-leading Security & Integration
gateway that help provide Security, Control,
Integration, and Optimized access to a full range of
API, Mobile, Web, SOA, B2B, and Cloud workloads.
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Industry-leading Security & Integration Gateway
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End-to-end security with DataPower Gateways

Secure

» Latest Industry standard transport and events-based messaging
* Advanced Authentication, Authorization, and Audit

« Modern message protection with digital signature and encryption
» Transport protection with SSL/TLS processing

Control
* Rate limiting for quota enforcement
« Traffic control for service and application protection
« Extensive routing and error handling

Integrate

» Bridge latest and traditional protocols
» Payload Transformation offloading intensive and common operations

. /':“ . » Combine modern event- based and API workloads with traditional services
————— "\/ 2l

» Caching for faster application response time and improved system throughput

» Load Balancing and advanced routing for processing traffic based on load and
topology

» Custom acceleration to achieve highest levels of performance
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Application Optimization Module

O Frontend self-balancing
O Backend intelligent load distribution

U Session affinity

Single, Modular and Extensible Gateway Platform

Integration Module
O Any-to-Any transformation (tool based)

U Database connectivity

O Mainframe IMS connectivity

O z Sysplex Distributor integration

Tenant Isolation Module
Enables partitioning of physical gateway
Each tenant runs independently
Each tenant can run different firmware
levels
Isolates CPU and memory to each tenant

U 0ODoOo

~

( B2B Module
U B2B DMZ gateway
O EDIINT AS1,AS2,AS3, AS4, ebXML
O Partner profile management
O B2B transaction viewer

O Any-to-Any transformation (tool based)
E Database connectivity

J

4 TIBCO EMS Module
O Integrate with TIBCO EMS messaging
middleware
U Support for queues & topics
O Load balancing & fault-tolerance

\_

~

_/

IBM DataPower Gateway (Base)

Secure Integrate Control & Manage
= Authentication, authorization = Transport protocol bridging = Quota & rate enforcement
= Security token translation = Message transformation = Latency monitoring and
= Service / APl virtualization = Message enrichment optimization
= Threat protection = MQ Message Support = Content-based routing
= Message schema validation = AMQP Message Support = Message accounting
= Message filtering » Kafka Support = |ntegration w/ governance,
= Message digital signature = Hybrid cloud connectivity management & monitoring
= Message encryption = JavaScript, JSONiq, XSLT, platforms

AV scanning integration XQuery

Optimize & Offload
SSL/ TLS offload
Hardware accelerated crypto
JSON, XML offload
Local response caching
Distributed caching with WXS
Backend load balancing
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Gateway trends

Cloud native
architecture is
driving the need
for application-
scoped gateways
with minimal
footprint
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Adoption of latest
standards require
support for most
modern protocols
such as Kafka,
AMQP, and HTTP/2
(9RPC)

Customers are
seeking to simplify
and automate
operations including
Gateway
configuration
deployment

Modern &
consistent UXs
are improving
productivity
driving new
change in
Gateway UX




Gateway choice and flexibility

Deploy Everywhere — Shift to Containers and Application Scoped Gateways
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File Systems

REST & SOAP

Volume

Signed & Encrypted
Gateway Stack

BM Optimized

% - ADRlication Layer

| Aperator Framework

REST & SOAP

Volume

| 20 2
RedHat
OpenShift




IBM DataPower Gateway — IDG X2 Appliance

Up to 2X performance from previous generations,
with next generation hardware architecture — provides
lowest TCO of any previous generations

2X 10GbE and 8 1GbE network ports to accelerate
application responsiveness

Up to 4X RSA operations from previous versions
with 2048-bit keys using the optional Hardware
Security Module (HSM)

Enhanced memory and workload capacity
available for higher performance
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Tenants For Workload Isolation and Upgrade Flexibility

Create tenants on DataPower physical appliances Physical DataPower appliance

for workload isolation and enhanced runtime partitioned into isolated tenants

resiliency

- Apply firmware upgrades to the Digital Mobile AP Man%;d:r;em
workloads independently from traditional \ J \ } \ J
DataPower services | | T

* Upgrade tenants without disrupting traditonal }
DataPower services :' Systems of

: Record
- Each tenant has: Bl ntegration '

Tier
_________________

e Dedicated number of CPU cores

« Dedicated memory i | B Orcers W Product
: ! M data data @
» Shared Network adapters l ! . &
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DataPower Anywhere — Virtual

« Seamless configuration migration VmWO re

Easily move configuration between form factors

» Deployment flexibility and elasticity
“Right size” the deployment, quickly deploy where needed & rapidly scale

« Workload isolation dOCka

Projects can use their own instances

* Unbounded memory scalability ‘ IBM Cloud )
Memory can be added to instances without additional licensing ‘

* Low cost for Dev & Test environments
Developers & Non-Prod versions include add-on software modules at no
additional charge
* Free disaster recovery ad ...
Warm or cold backup without additional licenses when licensed for Production mm Microsoft Azure
* Flexible licensing and entitlement
Sub-capacity licensing, Monthly licensing option
« Entitlement to future product versions amazon
at no additional charge with active maintenance (S&S) webservices" OpenShift

IBM Cloud Pak

Red Hat
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What's New in IBM DataPower Gateway Version 10
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DataPower Gateway: History of DataPower Gateway Innovation

IBM DataPower REST DataPower API DataPower
Acquires Virtual Management Gateway for Gateway Gateway
DataPower Edition API Linux Service V10
2005 2012 2014 2016 2018 2020
Web 2.0 API JavaScript Tenant Security
(REST/ Management Runtime Isolation enforcement
JSON) (Gateway policies
Script)
2013 2017
2010 2019
2015
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Bridge and Protect Event-based Architectures

= Single Gateway that natively connects between
Microservices and Event-based workloads
without any special adapters

= Enforce security consistently across
Microservices and Event-based workloads
without external security solutions, minimizing
overall cost of ownership and accelerating go-
to-market.

= One Gateway solution avoids complex product

integrations which reduces infrastructure
complexity and operational / people costs
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DataPower Gateway

Microservices
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Modern Messaging with Event Driven Architectures and Transport Protocols

Mediate between synchronous and A

asynchronous protocols without worrying - AM QP
. . - Advanced Message Queuing Protocol

about the underlying protocol details

Increased message reliability using AMQP APACHE

& MQ to provide confidence in delivery of kqfkq®

mission critical analytics data

High Speed HTTP/2 web protocol for H-I-rP/ 2 @ R PC

modern API's/Services including gRPC
support
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Gateway Deployment

Enterprise vs Application-scoped gateway deployment

= Cloud Deployment — Application Scoped
= Container / RHEL
= Gateway sized from enterprise down to targeted

AWS applications
C ‘: = Core Requirements beginning at 1 core for Container
Azure
( ' ) deployment
IBM = Horizontal and Vertical pod Auto-Scaling
a = Enterprise breadth — Physical Appliance offers highest
o @ = throughput per gateway

= Virtual Machines — Virtualized Datacenters or Cloud
= Department or Organization Scope
= 4 core minimum requirement
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Deployment / Form Factor Deployment Considerations

Gateway should be deployed co-located with protected applications/services

¢

T

1BM

Azure

P
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= Minimize Latency
= Highest levels of Security with traffic localized

= Consistent reliability for entirety of infrastructure
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DataPower Operations Dashboard
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Troubleshooting with DataPower Operations Dashboard

* Powerful DataPower and API diagnostics with

detailed views across latency, version, policy, and At - L)
consumer — provides first failure data capture to f—
speed problem diagnosis

» Non-intrusive tracking of transactions across
multiple gateways without any manual policy
instrumentation

» Supercharged performance for demanding
workloads via new distributed, federated server =
architecture

* Robust Configuration Management to simplify
day to day operations

» User control to provide secure access via roles
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DPOD Plugin Provides Enhanced APM Integration

» Application Performance Management
(APM) solutions provide an enterprise view of
system health and performance

oy’ Gateways

AVZa, IBM DataPower

 Deep-transactional insight into APl and

kS
Gateway transactions D PO D

Splunk APP
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DPOD plugin for Splunk

Iransaciions List
[ ER L= Syl My -] 2]

(5] AL O = TN s

» Reduce Splunk licensing cost
with DPOD plug-in for Splunk, =3 Examine transaction in DPOD
empowering Splunk admins o=
unique operational insight = r— - =

collected from DPOD i e .
IIIII — -;_ﬂf-l
P - —r—— m T Ll ]
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Our Strengths
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Breath of offerings
Features:
« Multi-channel, high performance gateway
» Data integration
* Routing and load balancing with Application
Optimization
» High Availability configurations
Size of install base
Service and support
Performance
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Where can | get more information?

IBM DataPower Gateway
ArddrdTy 28 Roviews -G2 Cro

» Hybrid Integration on Seismic
» IBM DataPower Gateway on Seismic

» |IBM DataPower Gateway product page on
ibm.com

« IBM DataPower Gateway product documentation
« API Connect on Seismic

 API Connect product page on ibm.com
» |IBM API Blog site

Drive digital business with a leading
API partner

What is API Connect?
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Ordering Information
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How is DataPower Sold?

« Customers purchase the license for a
DataPower physical appliance in PassPort
Advantage.

* 1 year warranty support included with a new
appliance purchase provides 24x7 software
support and 9x5 Next Business day hardware
support.

* Maintenance renewal is via PassPort
Advantage “E” part numbers. Business
Critical support is available as an additional
option for both warranty and renewal support.
This increases the hardware support to 24x7
with a 4 hour repair target.

« DataPower Virtual Non-Production and
Production Editions are sold by PVU and are
available as Perpetual or Monthly License

« DataPower Virtual Developer’s Edition is sold
per Authorized User
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IBM DataPower

IBM DataPower

Gateway X2 Gateway Virtual
Appliance
Model 8441-52X
8441-53x (HSM)
License 5739-F90 5725-T09
Lic and maint 12 D1WHSLL D1B0OQLL (developer)
months D1WIOLL (HSM) D1BOTLL (non-prod)
D1BOZLL (prod)
Monthly License D1CZOLL (developer)
D1CYHLL (non-prod)
DACVI 11 (nrad)
IBM DataPower IBM DataPower
Gateway X2 Gateway Virtual
Appliance
License 5739-F91 5725-T09
Integration Module D1WMCLL D1AZPLL (prod)
EOKGVLL (renewal) EOKHALL (renewal)
D1CYWLL (prod-monthly)
Application D1WLWLL D1BOJLL (prod)
Optimization Module EOKGSLL (renewal) EOKHLLL (renewal)
D1CYXLL (prod -monthly)
Tenant Isolation D1WMMLL N/A
EOKHVLL (renewal)
B2B Module D1WMe6LL D1BONLL (prod)
EOKGXLL (renewal) EOKHNLL (renewal)
D1CYLL (prod — monthly)
Tibco Module D1WMILL D1BOWLL (prod)
EOKGULL (renewal) EOKHSLL (prod renewal)

D1AZKLL (non-prod)
EOKHS8LL (renewal non-prod)
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How is DataPower Sold?

» ...something about the add ons
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IBM DataPower

IBM DataPower

Gateway X2 Gateway Virtual
Appliance
License 5739-F91 5725-T09
Integration Module D1WMCLL D1AZPLL (prod)
EOKGVLL (renewal) EOKHALL (renewal)
D1CYWLL (prod-monthly)
Application D1WLWLL D1BOJLL (prod)
Optimization Module EOKGSLL (renewal) EOKHLLL (renewal)
D1CYXLL (prod -monthly)
Tenant Isolation D1WMMLL N/A
EOKHVLL (renewal)
B2B Module D1WMe6LL D1BONLL (prod)
EOKGXLL (renewal) EOKHNLL (renewal)
D1CYLL (prod — monthly)
Tibco Module D1WMILL D1BOWLL (prod)
EOKGULL (renewal) EOKHSLL (prod renewal)

D1AZKLL (non-prod)
EOKHS8LL (renewal non-prod)
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Thank You




