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The Destination for our customer’s is v10

SaaS
Reserved Instance is v10

Managed single tenant 
instances on IBM Cloud with 
ability to add & manage your 

own gateways on-premise

Standalone Software
v10.0.1+

Deployable on-prem or cloud, 
bring your own OpenShift, 

any K8s, and
OVAs for VMware

Cloud Pak for Integration
2020.4+ with APIC v10

Consume API Mgmt 
capability with our 

unified integration platform, 
on OpenShift
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API Connect v10 delivers significant value for v5 and v2018 customers

V5 V2018 v10

Deliver new  
innovation

• GraphQL support with schema import and inspection, governance policies, and portal 
socialization

☑

• API test case generation and integration to CI/CD pipeline ☑

• Next generation interactive API Debugger with policy tracing and performance analysis ☑

• Enterprise secure and cloud native install experience on Kubernetes ☑ ☑

Standards
• Stronger security to protect your APIs through TLS 1.3 ☑

• Build new APIs with the latest Open API 3.0 standard ☑

Greatly improved 
gateway 
performance 

• Up to 10x better gateway performance when using the Native API Gateway ☑ ☑

• Up to 7x better performance even when using new emulation features that simplify upgrade ☑

Delivers more 
value

• Consistent user experience across Cloud Pak for Integration and IBM Product Portfolio ☑

• Governance for universal policy enforcement through Global Policy pre-flow actions ☑

• Automate Portal customizations, promotion with integrations in your DevOps ☑

• Dynamic scale out of some key components as a cloud native technology, for Manager, Portal 
and Analytics; horizontal autoscaling for DataPower is coming soon.

☑

More value in our 
platform

• Event endpoint management:  Socialize more types of endpoints consistently, now including 
Kafka Topics leveraging AsyncAPI in API developer portals | easily discover & consume

• Automated API Testing helps automate creation of tests to improve coverage

V10 on 
CP4I

2021.1
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Supporting clients’ journey to v10

v10

July 2020

v5 to v10 
Migration
Tooling 
(AMU)

10.0.1
Sept 2020

Enterprise Ops
Enhancements

10.0.1.1
Dec 2020

V2018-V10
on K8s

10.0.1.2
March 2021

V2018-V10
on OVA

V2018- V10
on OpenShift 4

V2018-V10
on CP4I 2020.1

10.0.2
March 2021

Enhanced Docs
For v5 to v10

Tooling

10.0.0 GA
June 2020

New 
Innovation & 

improved 
performance

1Q21’ New paths forward for V2018 customers (move from V2018.4.1.15 to V10.0.1.2)

• For clients deployed on Virtual Appliances on VMware (OVAs)
• For clients deployed on OpenShift v4.x
• For clients deployed on Cloud Pak for Integration 2020.1
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New VMware Virtual Appliances:  v10.0.1.2 and v10.0.2

 New OVAs provide latest currency for operating 
system security and maintenance. 

 New virtual appliances are deployed and data 
moved from previous appliances, using a 
backup/restore path, due to major version changes of 
the underlying operating system. 

 One-time effort: Expect upgrading existing appliances 
to be the norm from 10.0.1.2 or 10.0.2 

 Now includes ubuntu 20.04 (supported to 2025), 
replacing 16.04 (end of service April 2021)

 Note: Does not impact the gateway service provided 
by DataPower virtual gateway (OVA)
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API Manager
Subsystem

Dev Portal
Subsystem

Analytics
Subsystem

DataPower Virtual
Gateway

(No change)



2-Site HA Support for deployments on OpenShift

 2-Site High Availability (HA) now supported 
when deployed on OpenShift in addition to 
already supported OVA and K8s deployments

 Allows customers to have additional 
flexibility when creating HA deployment 
topologies

 Uses powerful operators to ensure data is 
automatically synced between data centers.  
Still requires “manual” traffic redirect

 Notes: 
 OpenShift version 4.6+ 
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LDAP Group Mapping to API Connect Roles

 Faster and easier mapping of users through groups 
versus manually mapping each user.

 Allows quicker and more dynamic onboarding to API 
Connect by linking LDAP Groups directly to API Connect 
Manger roles. 

 Organizations only need to update the LDAP group and 
APIC’s powerful role-based-access-controls are 
automatically updated

 Notes: 
 Available currently through CLI only
 Available on API Connect version 10.0.2+
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Event Endpoint Management

Customer’s have many different types of endpoints (REST, 
SOAP, GraphQL, Kafka, etc.) and they need a single solution to 
manage the lifecycle and socialize them to their end 
consumers. 

 Socialize events to developers in a single portal for easy 
consumption and discovery.

 Create and edit Kafka topics using AsyncAPI along side 
REST, SOAP, and GraphQL APIs.

 Available when deploying API management in Cloud Pak 
for Integration 2021.1+
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An integration developer will be able to socialize Kafka topics, along-side other types of APIs and endpoints, into to a single portal, 
enhancing productivity and reducing costs. VALUE

CP4I Only



Automated API Testing

• Automates API Test generation process using AI to 
quickly create test cases

• Automation is smart enough to create assertions, 
multi-step API calls, create data for the test and 
includes delete commands to ensure data is kept 
clean 

• Saves time and reduces errors by creating a 
powerful API Test in under 20 seconds

• First step on the AI-Powered API Testing journey 
with more automations on the roadmap

CP4I Only
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Additional Features

TLS 1.3 Support for Client APIs
• Latest security standards for API 

developers

Long-last connections via websockets for 
GraphQL Subscriptions

• Supports GraphQL event-driven use cases
• Ability to update and notify GraphQL client 

when there are changes to data-fields

Analytics subsystem updated to UBI 8
• Improves security and benefits from latest 

Red Hat container operating system libraries 
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Enhanced Enterprise Operations 
for Backup and Restore using S3

• Enables use of custom certificates 
when using S3 for backup & restore 

• Wider range of S3 configurations



DataPower v10.0.2 – Modernization continues
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Smaller minimum footprint for containerized 
deployments (1 virtual core per container)

• 41 virtual core for a standalone DataPower use case
• 123 virtual cores for an API Gateway cluster of 3.
*Red Hat OpenShift and Kubernetes container support

Auto scaling of Gateway pods based on load
• Control deployment to optimize licensing costs
• Control level of resource use of components
*DataPower standalone operator deployed. Coming soon to API Connect operator deployed.

Integrates with Cloud HSM providers for
• Highest levels of crypto security in public clouds (IBM & Azure)
• Key Management and Offload TLS operations
*DataPower standalone use cases, not API gateway use cases 

Red Hat
OpenShift
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