Responsiv Cloud
Security Service

Responsiv Cloud Security Service comes
as standard with all Responsiv Cloud
Platforms, and is available for use with
IBM Cloud and Microsoft Azure.

o Locally manage users

« Connect to external identity
providers for Single Sign-On

« Create federated trust associations

Secure your cloud, your way.

Ensure your cloud infrastructure security
is effective at protecting against
external and internal threats with
Responsiv Cloud Security Service.
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to resources by placing users into groups
within the identity store, e.g., IT Admin
(Read Only) or IT Admin (Read-Write).
The group is assigned permissions.
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Access Controls: !

Attribute-Based

Information about the subject
determines the authorisation of access,
not the user. Protect data, services, and
IT resources from users that aren't
‘approved'.

Role-Based

Use predesignated roles to grant access

User-Based

Assign permission to individual users.
Whilst we think there are more effective
ways to assign access permissions, this is
a foundational element of the Responsiv
Cloud Security Service solution.

Context and Time-Based

Users with the right role, user, or
attribute-based security controls can be
further restricted based on the context of
their access request. For example, they
can only access the cloud during work
hours, from a company IP, or company
device.
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