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Responsiv Assist Advanced Support  
Responsiv Assist Advanced Support is a lightweight managed service for self-hosted software, including IBM middleware and 
Responsiv Unity installations. The service provides active monitoring of the installation, incident response, patching and 
upgrades, and an allowance for ad-hoc questions and installation planning.  

This product description describes the key features, functions, and capabilities of the product or service. It is not intended to fully 
document the product or to provide support.  

Audience 

This description is for architects and technical specialists to give a high-level, brief description of the product or service. It is 
intended to be used to inform users of the broad functions and scope of capability. Refer to linked product documentation 
for details. Responsiv reserve the right to change the specification at any time and without notice. 

Obligations 

This document is not an offer or contract. Neither Responsiv nor you have any obligations or liability to the other unless our 
authorized representatives enter into a separate definitive written agreement. Terms included in this document are not binding 
unless they are included in such a written agreement. 

Observations and recommendations in this document are based on our opinions, experience, and knowledge of the product. 
Responsiv makes no representation as to accuracy or fitness for purpose. 

Underlying Software 

This description is for a Responsiv product that is implemented using a combination of capabilities delivered by pre-existing 
products. References to those products and their documentation are required to improve understanding of the capabilities 
that are available and how to access them using the available tooling. Responsiv makes no claim that our product provides all 
documented features. If a feature is of particular interest, please seek clarification with Responsiv. 

Responsiv provide and support all software embedded in this product. 
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Service Overview 
Responsiv Assist Advanced Support is a lightweight managed service for self-hosted software, including IBM middleware and 
Responsiv Unity installations. The service provides active monitoring of the installation, patching and upgrades, incident 
response, and an allowance for ad-hoc questions and installation planning.  

Responsiv Assist Advanced Support can be effectively used to support developers during the project as well as throughout 
production operations. 

 
Software support and subscription (S&S) arrangements give entitlement to patches, new versions, and product-only support 
for the named software product. Responsiv Assist Advanced Support extends upon and requires a standard S&S agreement 
to be active. 

This product makes a team of technical subject matter experts available to augment internal support teams with skills that may 
be hard to recruit or maintain otherwise. 

 
Responsiv Assist Advanced Support is limited to products and installations listed as “supported products”.  

Active Monitoring 

Responsiv Unity enabled software can be connected directly into the Responsiv Service Desk using a secure API. Service 
Request Tickets are raised by the software whenever a situation is detected that needs human attention, or when the symptoms 
of a future problem are recognised. We monitor for tickets that require our attention and respond according to the terms of 
your entitlement and support addendum.1 

Incident Response 

This product includes support to recover one supported-product production installation, including named applications to a 
running state. You can notify Responsiv of an incident by raising a Severity 1 ticket through the automation or manually using 
the Responsiv Assist Portal. (See Accessing the Service) 

Active Management 

This product includes one or more patching sessions during the year. During each the available patches are reviewed and a 
plan for their installation is discussed and agreed with the end-users. Responsiv will then support or lead the application of 
those patches and perform upgrades to components of the supported products.  

Patching 

• Patch classification and discussion of deployment options 

• Application of patches as planned and agreed with your staff 

 
1 We are not responsible for availability and configuration of communication channels, firewalls, or other security and network considerations. This feature is 
not assured and may be disabled by your security arrangements. 

Active Monitoring Active Management Flex Support

Incident Response Service 
Management
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• Security patches may be applied more frequently according to severity and urgency 

Entitlement to this product will specify the number of hours allocated for patching and upgrades during each 12-month term.  

Flex Support 

Responsiv Assist Flex Support is included in Responsiv Assist Advanced Support to make the product flexible and able to 
respond to unexpected situations. See “RT00094 Responsiv Assist Flex Support” for details. 

Entitlement to this product will specify the number of hours allocated for flex support during each 12-month term.  

Service Management 

This product includes a monthly review of service requests and service performance.  
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Accessing the Service 
The service is hosted in Responsiv datacentres located in the UK and accessible over the public Internet through our website 
portal (responsiv.co.uk/support). Authorised users raise tickets and interact with support engineers using the web portal.  Refer 
to Terms and Conditions. 

Service Enablement 

Tickets raised from your applications may be subject to a period of evaluation prior to connection to the Responsiv Assist 
ServiceDesk API gateway to protect against spurious demand being generated.  

Applications running on the Responsiv Unity platform can be included in this support agreement. They will be supported 
using the Responsiv Unity Flex Support element of this product. 

API Connections 

Responsiv Assist can be accessed using Support API to raise service requests. The Responsiv Unity Console Node integrates 
with this API to report important events with the Responsiv Unity platform. The API can be used by monitoring agents to raise 
service requests directly into the Responsiv Service Desk. 

Network Connections 

Remote Monitoring, and Remote Management parts of this product require a suitable internet connection. Responsiv is not 
responsible for availability and configuration of communication channels, firewalls, or other security and network 
considerations. This feature is not assured and may be disabled by your security arrangements. 

User Connections  

All support services can be accessed through the website portal (https://responsiv.co.uk/support-hub/support/). Users are 
registered with the Responsiv Cloud Security Service, which intercepts all user traffic to protect the system. A single set of 
credentials to access Responsiv Cloud, Responsiv Assist, and Responsiv Asset Downloads. 

Active Support and Subscription 

Your support and subscription agreement gives you entitlement to download and use patches and upgrades that apply to 
your entitled products. It remains your responsibility to identify appropriate upgrades/patches, download, and install them; 
as well as to test that your own code is not adversely impacted by the change. 

Monitoring and Patching (Responsiv Unity) 

Responsiv Assist Advanced Support is available for all Responsiv Unity modules. The platform must include a Responsiv Unity 
Console (RA0009A).   

RN0002C Responsiv Cloud Security Service 

Responsiv Cloud Security Service is described in “RN0002C Responsiv Cloud Security Service”. It provides attribute-based 
access control (ABAC), which uses information about the subject rather than predefined roles to determine authorisation. 
Role-based access control (RBAC), which uses predesignated roles to determine access to resources. User-based access 
control (UBAC), which assigns  permissions to individual users, and Context and Time-based access control (CBAC). 

Users enabled for Responsiv Assist products are registered in the Responsiv Cloud Security Service and can use the same 
credentials to access other Responsiv services. 
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Features 
A Responsiv Assist subscription provides access to skills during service hours, in the event of a problem, to plan and support 
product upgrades, and new installations. Any time that deep skills and capacity can make the difference Responsiv Assist is 
the answer. Responsiv Assist Advanced Support has four parts. 

Value without Charge 

Users with entitlement to Responsiv Assist can access privileged information, including problem solutions and white papers 
that are not publicly available. Customers with active Responsiv Assist  entitlements have access to protected support assets 
on the Responsiv website.  

1. Access to restricted blueprints, white papers, and solutions to known problems. 

2. Eligible for art-of-the-possible briefings by request. 

3. Notifications of events. 

Part 1 - Active Monitoring 

Fixed Connection per supported Installation 

Active monitoring consists of an agent that monitors one or more instances of the supported products that are in scope of 
this service. The agent includes a small rules engine that filters events and searches logfiles in its search for “situations”.  

A situation is declared when a combination of actions, or non-actions matches a predefined pattern. For example, a single 
timeout may be ignored, three timeouts in 30 seconds for the same task may raise a warning (Severity 4), and over 12 in a 3-
minute period raises an error (Severity 2). 

The rules can specify absence of an event, for example a timeout happens but a connection restored does not happen within 
a specified time. 

The agent raises a ticket for each situation discovered. The ticket passes through the Responsiv Assist API and is further filtered 
for duplication and known noise before a ticket is raised. 

The Responsiv Assist team monitor the service desk for new tickets during their hours of operation and will respond to new 
tickets. 

In addition to event driven monitoring, Responsiv will, as appropriate and authorised, periodically review the supported 
products manually.  
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Part 2 - Active Management 

Active Management consists of a calendar of activity that will be carried out during the term of this product and according to 
the specific entitlement. 

Patching and Upgrades 

Time available for active management, patching, upgrades, and for flex support is limited to the number of hours specified in 
your entitlement, including review time. Additional time may be taken from Responsiv Assist Flex Support allowance.  

We periodically review the product versions and patches available to determine whether it is appropriate to perform an 
upgrade session. Frequency of upgrades and patching will depend on risk appetite, disruption, and the need to maintain 
currency. We will require time to become familiar with the intended installation and the requirements as well as the physical 
design. 

• Installation plan (whole plan) 

• Installation runbook (on the day detailed plan and rollback actions) 

• Installation physical model 

• Installation rollback plan and data handling procedures 

• Your installation instructions to us 

A named service engineer can be assigned to be available during an upgrade, or a project when the skills will prevent a hold-
up of the application release. We assist with deployment of new functionality to production environments, including 
deployment of changes as part of an issue resolution and/or a project/small change implementation.  

You remain responsible for a) testing your own code and any adverse impact the patching activity may cause b) all liaison 
within your organisation and with the Responsiv Assist Service Desk, scheduling of any outages, and compliance with any SLA 
you may have with your business users, or third parties c) backups prior to application of patches d) recovery from backups 
as required, and e) testing of all customer code following application of patches. 

You remain responsible for the control, management and supervision of all assistance provided by this Agreement. 
Including but not limited to: 

• Managing your personnel, activities, and responsibilities under this Assistance product. 

• Being responsible for ensuring that your contacts have the relevant environment knowledge. 

• All tickets must have your personnel working on them at the same time as Responsiv are working. 

Provide timely assistance to respond to any questions and matters requiring attention when reasonably requested by our 
support engineers handling an open request. 

Part 3 - Incident Response 

Our liability to support incidents is limited to a total number of hours (specified in entitlement) per incident and a maximum number 
of hours across a 12-month period. Unresolved incidents can use flex support credits to complete the work.  

Support for self-developed applications to help recover applications and systems after an incident. 

Remote support to add skills and experience to accelerate recovery and understanding of a system failure or near miss. Flex 
support can be used to perform or support root cause analysis, problem understanding and recovery, and development of 
work arounds to regain service while a permanent solution is developed. 

This means that the platform is returned to operation and that the application is operational in that it is restarted and not 
prevented from operation by a fault in the supported products.  

For Severity 1 incidents we will provide support to you to identify the cause of a failure, organise support, and help implement 
recovery actions.   

• Investigation of reported issue  

o Identification of a temporary workaround (if appropriate)  

o Suggestions for a permanent solution 

• Remote recovery support 

o access to systems (prior approval required) 

o Provision of support requires your staff to be available and working with us to return to service. 

• You remain responsible for 

o All liaison, scheduling of any outages, and compliance with any SLA you may have with your business users, 

or third parties. 

o Availability of any other systems on which the Responsiv Unity Platform has a dependency. 

o Backup and restoration of any data 
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Root Cause Analysis 

Our call centre staff work across multiple customers and can provide external, highly informed insights and new perspectives 
on problems that are encountered. We may have already encountered similar problems and have pre-defined ways to work 
around or solve the problem. 

Responsiv Assist Flex Support is a gateway to skills and technical resources that can be used hourly on-demand. The 
possibilities are endless but there are some examples. 

Part 4 - Flex Support 

Initial allowance for XX hours of flexible support. Additional capacity can be purchased in multiples. Unused credits expire at the end 
of the term. XX hours available for active management patching, and for flex support is described in each entitlement for this 
product and may vary.  

Responsiv Assist Flex Support is a remote support service governed by ”assist-credits”. Each credit entitles the user to a fixed 
number of minutes of support effort. Each ticket raised uses a minimum of one credit. Credits can be used to request any 
combination of remote services featured here. 

Self-developed Application Support 

Responsiv Assist Flex Support assist-credits can be used to support your running applications. They cannot normally be used 
to raise Severity 1 (Incident) tickets however this limitation is removed when purchased as part of this product. These credits 
can also be used to gain support from subject matter experts about how to efficiently develop for the supported products.  

Mentoring 

We can work remotely with specific individuals in your company to support them through their first project full development 
lifecycle by providing advice and answering their questions.  We help to structure their learning while delivering value to your 
business. Thinking about scalability and resilience of the eventual solution will make a significant difference to the operational 
cost and efficiency. 

Development and Reviews 

Responsiv Assist Flex Credits can be used to request remote development and review services. Projects that require product 
knowledge and programming but do not justify a full-time commitment, can use flex support to access programmers on an 
hourly basis and part time. Remote development is requested by raising a ticket that explains what is needed and who in the 
project will be responsible for the outcome. Development is remote only. 
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Supported Products 
Responsiv Assist complements and extends vendor support and subscription. It provides a service to answer questions and 
access infrequently used skills and experience in a cost effective and efficient way. Responsiv can provide support for a 
multitude of different technologies and products from many different vendors. The list below illustrates the breadth of our 
technology and product support, which includes Developer, Infrastructure, Design, Architecture, Troubleshooting, Incident 
recovery, and administrative support. 

Support is limited to what is reasonable. Responsiv cannot support products that are unknown to our support staff, or that are 
protected (encrypted or otherwise secured), or when source code is required but not available. 

Responsiv Products (including Responsiv Unity) 

Responsiv self-hosted products and services are supported by this product. Products must be covered by a valid and current 
entitlement for support and subscription. Products that are beyond end of life, or that have a valid entitlement (perpetual 
licence) but not included in original vendor support agreement can gain support using the RT000BT Responsiv Assist 
Extended Support entitlement. 

Opensource Products 

Responsiv provide guidance on installation and development for many opensource products, including databases, security 
products, operating systems, and application servers. 

IBM and Red Hat Products 

Responsiv support most of the IBM middleware products, including DataPower, WebSphere, DB2, and Security products. We 
provide guidance on installation and development for Red Hat products, including operating systems. 

The list of IBM product entitlements is attached to the Responsiv Assist Flex Support product description to allow searches for 
part numbers. If the part number of interest is not included, please contact Responsiv. 

https://responsiv.co.uk/products-hub/responsiv-assist/  

Optional Services 
RT000BT Responsiv Assist Extended Support 

Responsiv Assist Extended Support is for products that are no longer supported through the original vendor, either because 
of a commercial decision, or because the product is end of life, or support is no longer offered. 

Developer and Administrator Tooling 
N/A 

Supported Protocols 
N/A 
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Service Management 
Details in the support addendum (RL000F6 v1.0 Responsiv Support Services Addendum) take precedent over statements 
made in this product description. 

Responsiv manages the Responsiv Assist service to ensure it is available and functional, including active health monitoring, 
patching, upgrades, and general maintenance. The service is available to raise an incident ticket 7x24; tickets are responded 
to within the UK working hours and in accordance with the Service Level Agreement (SLA). 

ITIL-based 

The Responsiv Assist service desk is run based on the IT Infrastructure Library (ITIL) framework, which outlines best practices 
for delivering IT services. 

Format and Charging Measures 

This product is available in the following formats: 

• Remote Support Service 

This product supports charging by assist-credits. Entitlements use a combination of charging measures that are appropriate 
to the intended purpose. This section describes the Service Level Agreement (SLA), which includes the operational work 
processes along with the metrics by which the services will be provided and measured.  

Service Preparation 

Service Preparation for IBM and opensource software will augment the existing installation with monitoring agents, or a 
console server that can remotely monitor software using native facilities. 

This service is prepared by configuring the Responsiv Service Desk to accept service requests from customer authorised users, 
registering those users in the Responsiv security systems. 

Incident Management Process   

Standard procedures must be followed for all issues to ensure proper documentation and handoff.  The set of steps that all 
issues will follow is listed below. 

Responsiv will receive tickets either by (1) Your authorised representative must record and submit a ticket utilising the 
Responsiv Service Desk. (2) An Incident ticket can be generated automatically via an integration between system monitoring 
and the Responsiv Service Desk. 

During coverage Hours, Responsiv shall monitor the Incident queue in the Responsiv Service Desk and take responsibility for 
Incident tickets escalated to Responsiv Level 2 Support.  

Service Level Agreement 

This service is supported by Responsiv from our UK offices.  

The service includes supported products only and is triggered by automated monitoring built into the (Responsiv Unity 
enabled) platform or manually accessed from our website. 

 https://responsiv.co.uk/support-hub/support/ 

The service level agreement (SLA) for Responsiv Assist support products is RL000F6 Responsiv Support Services Addendum. 
https://responsiv.co.uk/wp-content/uploads/2023/11/TC-RL000F6-Aug2023-Responsiv-Support-Services-Addendum-v1-
0.pdf 

The SLA defines support available for the platform including support hours of availability, response times, severity level, 
Service Down definition, the claim process and other support information. 

Responsiv support is organised in a three-level structure, which is defined in the support services addendum (see above) and 
included here to illustrate how this specific product operates. 

Coverage Hours of Operation 

Responsiv will work on Incidents and service requests only during coverage hours. The coverage hours for this product are 
09:00 to 17:00 Monday to Friday (excluding UK Bank Holidays). 

Escalation Process  

Should conflict arise during an Incident resolution process (e.g., each party believes resolution responsibility resides with 
another party), then: If the Service team cannot resolve the conflict within two (2) working days, then our Responsiv Assist 
Manager will meet your representative to resolve the issue. 
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Level 1 – Helpdesk Support (Performed by You) 

Your helpdesk or appointed representatives will be the first-line support to triage Incidents to ensure that issues that are 
outside the scope of the Managed Service (hardware, networks) are routed accordingly.  

Level 1 Support includes:  

Capturing the Incident details, creating Incident tickets and establishing Incident details in the ticket; Triaging issues including 
network and hardware availability, and verifying the site is operational during an outage notification.  

Specifically: 

Refining ticket content to clarify problem, validate evidence and supporting information is included, correct any categorization 
selections, ensure supporting information is included with the Incident (error messages, screen captures, etc.), improve 
problem description for clarity and assigning an initial value for Incident Severity.  

If the Incident is resolved, closing the ticket and if applicable updating the person who logged the request; The coordination 
and hand off an Incident until it is resolved. 

Level 2 – Responsiv Assist Advanced Support 

On receipt of your incident or service request ticket the Responsiv Service Desk will review the ticket and allocate it to an 
appropriate support engineer. That person will contact you and begin to progress the ticket to a conclusion by doing, for 
example, the following: 

• Performing detailed assessment of the Incident within the specific area of specialisation. 

• Performing a verification or assessment of the Incident and defining a severity level. 

• Performing a basic root cause analysis and determining the appropriate action for resolution.  

• Closing the ticket when an Incident is resolved and updating the person who logged the request. 

We will schedule a review of your patches and provide a list of patches and their descriptions for your authority to patch. A 
patch review is a single remote one-hour call with the platform owner to discuss the patches and their risks or other 
requirements. 

1. Upgrade/Patch your development: We will apply the patches to your development environment to allow you to 

reinstall your code and test it. 

2. Upgrade/Patch your production: We will apply the patches to your production environment when you are ready and 

confirm to us that you are happy for us to do so. 

3. Patches include security updates and functional repairs. You remain responsible for testing applications and other 

code that you may have run and that may be impacted by the patch. 

We expect patches to be applied during our normal working hours. Out of hours patching must be declared before you 
purchase this product. Responsiv Unity patches include updates for all sub-components and assemblies of a Responsiv Unity 
Module and may also include updates for the Responsiv Console Module.  

Level 3 – Support from Responsiv developers or embedded product vendors 

If a technical resolution cannot be found at the second line level, support will be requested via the third line. This will involve 
assistance from highly trained, experienced technical professionals. 
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Architecture 
The Responsiv Assist Advanced Support Service consists of a Service Desk that audits and controls all requests for service. 
The service is accessed through a service portal or secure API. Customer has one or more active Responsiv Assist entitlements 
that define the terms of service. Service requests are serviced by support analysts and subject matter experts that have access 
to product vendors and third level support. 

 

Figure 1; Responsiv Assist architecture. 

Responsiv Assist is a remote support service delivered from our service desk [4]. The service desk is controlled by an ITIL 
compliant software system that manages and audits service requests and incident tickets. Responsiv does not consider a 
request to have been made until it is recorded in the service system. 

Responsiv Cloud platforms integrate to the service desk [3] through secure APIs. The same APIs are used to integrate 
Responsiv Unity (self-hosted) platforms that are protected by Responsiv Assist Advanced Support. 

Users manually register service requests [2] using the service portal hosted on the Responsiv website. 

Access to API and manual interfaces is protected by the Responsiv Cloud Security Service, which can be federated [1], [1a] 
with external identity stores to securely managed user identities and permissions. 

Cloud Location 

This is a UK based cloud service hosted in the Responsiv Cloud. Facilities are Tier-3 datacentres with 24x7 security, multiple 
power providers including onsite diesel backup. 

Security Features 

Integration to Responsiv Cloud Security Service. 

Security is provided by the Responsiv Cloud Security Service. This means that your SSO credentials can be used to download 
software, and to access this and other authorised cloud services.  

Responsiv Cloud Security Service allows you to create Responsiv users by registering your staff in the service, or to connect 
the service to your existing user directories and nominating groups (roles) to have specific access to Responsiv services. If you 
prefer, a federated trust can be established between Responsiv and your existing security provider. Federated trust allows us 
to trust your certificates, and for your staff to login once, for example to their desktop or intranet, and to access Responsiv 
services without further challenge. 

Connections established and managed by the Service Customer Content are encrypted when transmitted by the Service on 
any public networks. 

 


